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DOCUMENT TO CREATE A ROLE WITH REQUIRED RFC
AUTHORIZATIONS
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SYNACTIVE

Creating and Maintaining RFC USER

Transaction — SU02

Gl a0 HICEe I DHE DD NN PE @

Profiles: initial Screen

| Generate watk area Hﬂ Inforrnation |

Do hot use this fransaction any longer for profile and

user administration. Use the Profile Generator instead

The Profile Generatar makes it much easierto allocate autharizations.
Howewer, if you do notwish to use the Praofile Generatar,

you can still use this transaction.

[€] To Profile Generator |

Prafile

[ Active anly
[ Maintained anly

Click “To Profile Generator’
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Role Maintenance

O T 6 | E & Transactions

=) Role Comp. Role
Views 2| B | Show Documentation
Favorites Description Target Sys
ORD\EZ_GU\XTRFC does not exist [+ | PFCG P2 juneau | INS
=

Create Role — Click on “Role” button
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ajd @@ CHE DD o0 I EE

Create Roles

& omsras | & |

Ruole Z_GUIXTRFC

Description

@ Authorizations WiniApps

| Description

Administration Information

Created
User
pate [ ves | ot |® cancel |
Time og:oe:en . i

Long Text

I 0 0 ) R =1

[, con Ln1-Ln1 of 1 lines

[ | PFCG &l juneau | INS
-

Tab to “Authorization” -This will give you a pop up screen as shown above
Click yes on popup to save
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Role  Edit Goto  Utilities

(7} a0 e@ae SR nnan BE @
Change Roles
%2 B} Otherrole |D§'|

Role Z_GUIXTRFC
Description |

| Description k @ Menu ’ @ Authorizations k @ User k MiniApps k ¢l Personalization |

Created by Last Changed On/By

User User

Date Date

Time 00:00: 80 Time 0H:00: 00
Infarmation Alout Authorization Profile

Profile Narme

Prafile Text

Status Mo authotization data exists

Maintain Autharization Data and Generate Profiles

Change Authorization Data

1 EwpertMode for Profile Generation

r Action was cancelled L IPFCG juneau | IM3Z Vo

Click Change Authorization Data
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Autharizations  Edit  Soto

Change rolje: Authorizations
@ T [ Selection criteria | [EL Manually Open Changed Maintained = Organizational levels. .. Information

Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Changed

Z_GUIXTRFC CC@ Z_GUIXTRFC

Template Text for Template

HRO40_YACATION HR: Infotype 2001 Subtype 0100

SAP_ADM_AL Administration: Authorization data administrataor E

SBP_RDN_PR Administration: Authorization profile administrator

SOP_ABDM_US Administration: User administrator

SOP_BLL Complete authorization with all authorization objects

SOP_PRINT Print Autharization

SAP_USER_B Basis authorizations for users

S_RE_DME_AUTH_DISP  Data Mining - Display

S_RS_DME_AUTH_MNT Data Mining - Maintain

5_RS_RDEAD B Role: Administrator (Development System) Iz‘
_S_RS_RDEMD BYY Role: Modeler (Development Systerm) |Z|

L [ I[40o]

" Adoptreference | 38 Do not selecttemplates

Nl IL«dl»]
@ Mo data exists. You can choose a termplate L IPFCG juneau | IM3Z Vo

Click Do not select templates
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Help

00 e CHE oo BE @

Change rolje: Authorizations

@ T [ Selection criteria | [EL Manually Open Changed Maintained

Organizational levels... Information

Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Changed el

£_GUIXTRFC CO@ Z_GUIXTRFC N
[ I[[+]
@Ynu have not selected a template L IPFCG juneau | IM3Z Vo

Click ‘manually’
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Edit Goto  Utilities  Environment Help
alB e CHBIODODIER @B
Change rolje: Authorizations

@ T [ Selection criteria | [EL Manually Open Changed Maintained = Organizational levels. .. Information

Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Changed el
£_GUIXTRFC CO@ Z_GUIXTRFC N
ion of authorization
Autharization object S_RFC
Authorization object S_USER_..
Authatization object S_USER_S
Autharization object
Authorization object |
Authorization ohject
Authorization object
Authaorization object
V|| X
[l [ an
\ D [FFCG P2 juneau | INS .

Type S RFC, S _USER_GRP, S_USER_SYS
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Authorizations  Edit  Goto

Utilities

Erwiranment tern  Help

3 0B eEa CHE DDoO BE @
Change rolje: Authorizations

@ T [ Selection criteria | [EL Manually Open Changed Maintained = Organizational levels. .. Information

Maint. 0 Unmaint. org. Tevels 7 open fields, Status. Changed %
£_GUIXTRFC MO Z_GUIXTRFC B
B D Manually  Cross-application futhorization Objects
E OM0 Manually  Basis: Administration
D] ans
\ D [FFCG P2 juneau | INS .

Click on “Open”
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Clicking on the open button gives you a screen as follows:

Edit Goto  Ltilit] ment Help

) Qe DHB DDA OF @B

Change role: Authorizations
T B @ T [=- Selection criteria | [Zh Manually

Maint 0 Unmaint. org. levels 7 Dp|0penauth0rizatmns (ShimFa)l;ed

Changed Mairtained | Organizational levels Information

Z_GUIXTRFC Qo0 Z_BUIXTRFG
—E @O Manually  Gross-application futhorization Objects
B o0 & 2 Manually  Authorization Check for RFC Access

Lll_'l o0 &L Manually  Authorization Check for RFC Access

ctivity
MWame of RFC to he protected
Type of RFC object to be prote

—E oD Manually  Bas\s: Administration
y  User Master Maintenance: User Groups

User Master Maintenance: User Groups

LEl a0 &L Hanual

% 7 botivi
4 &7 User gr\up in user master main

= O B‘gﬁamuaﬂy UNer Master Maintenance: System for Central User Maintenance

= o0 @Manuaﬂy Uskr Master Maintenance: System for Central User Maintenance

4 g7 hotivity

4 g7 Receiving system for central u

[l \ I[«][*]
\ \ [ | PFCe Il juneau | NS .

After you click on “open” \
Click on the “write” or “change” icon shown on screen shot
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=)=
Authorizations  Edit  Goto  Utilities  Emwironment  System Help
& A AHICE@ CHBIODOOIEE @B
Change role: Authorizations
‘@; Selection criteria H@ Manually H Open H Changed || Maintained H Organizational levels... || Infarmation
Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Unchanged el
Z_GUIXT @ EUiYT llser Bole M
= Define values
& co@ Hanuall Cross
J 5_RFC Authorization Check for RFC Access
= Com [ 2 Manual|[acTyT Bctivity
|—E| coa B TR Full authorization
[w] 16 Execute [<]
#l 2 Aot [=]
#1 7 Nam w
# # Tyn
'—= com@ Manually  Basis
E||_oo. & .8 Manual
= ocE & & Manug ser Maintenance
User Maintenance
[2]
[~
K] [ ]
=
K| / [ ]
\ [ bl prce Efjuneau [ns [ 7
|
distart| (7 & T » 51_; Raven - raven:... | I 58P Logon 640 | [ Change rokT Changerole:.. ol Synactive GuisT | BRFC_cREATE... | [« )8 CIG] 2z pm

Select “Execéte” on the pop up screen and then click on “save” button

Similarly, the parameters for “name of RFC to be protected” and “Type of RFC to
protect” could be set.

Using Existing Remote Enabled SAP Function Modules, specify the function group for

those function modules (Name of RFC to be protected)

Alternatively, add the appropriate role to the RFC User
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Set parameters as shown in following screen shot

=4

&

5 dH e BHE DTon HE @m

[E B =
Authorizations  Edit  Goto  Utilities  Emwironment  System Help

Change role: Authorizations

Maint.

ES ‘@; Selection criteria H@ Manually H Open H Changed || Maintained H Organizational levels... || Infarmation

0 Unmaint. org. Tevels 0 open fields, Status. Changed

Z_GUIXTRFG CO@ Z_GUIXTRFC
& co@ Manually  Cross-application Authorization Objects

= oo@ & & Manually  Authorization Check for RFC Access

L

&= oc@ & Manually  futhorization Check for RFG Access

#1  hotiwity Execute
%1 7 Name of RFC to be protected SURL, SU_USER
%1 ¢ Type of RFC ohject to be prote Function group

'—= ccm@ Manually  Basis: Administration

5= co@ & 2 Manually  User Master Maintenance: User Groups

L

= oC@ @Manuaﬂy User Master Maintenance: User Groups

#1 7 hotivity Display
%1 ¢ User group in user master main *

= oc@ & 2 Manually  User Master Maintenance: System for Central User Maintenance

LE oo@ &L Manually  User Master Maintenance: System for Central User Maintenance

#1 7 botivity Copy
#1 £” Receiving system for central u *

1<]+]

0]l

K1

<[]

bl prce Efjuneau [ns [ 7

distart| [ @ %5 > SJRaven- raveni5583 ... | I 54P Logon 640 || Change role: Auth... | Change role: Authori... | _of Synactive GuixT |

A detailed list of RFC actions and the required authorizations can be found at

http://synactive.com/docu e/doc rfc.html

« )W DG zza M
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Click “Generate”

_ /

B =
Authorizations dit Goto  Utilities  Enwironment  Systern  Help

B aH e CHBR ODL0 RE @
Change rde: Authorizations

@; Selection criteria ‘@ Manually H Open H Changed || Maintained H Qrganizational levels...

Maint. 0 Unmaint. org. Tevels 0 open fields, Status. generated

Infarmation

1<]+]

E_GUIXT CC@ GUiXT User Role
& co@ Manually  Cross-application Authorization Objects
[ |
= oo@ & & Manually  Authorization Check for RFC Access

L

&= oc@ & Manually  futhorization Check for RFG Access

#1  hotiwity Execute
%1 7 Name of RFC to be protected SURL, SU_USER
%1 ¢ Type of RFC ohject to be prote Function group

—E= com Manually  Basis: Administration
EI|_OC. @aﬁanuaﬂy User Master Maintenance: User Groups

= oC@ Manuaﬂy User Master Maintenance: User Groups

#1 7 hotivity Display
%1 ¢ User group in user master main *

= oc@ & 2 Manually  User Master Maintenance: System for Central User Maintenance
LE oo@ &L Manually  User Master Maintenance: System for Central User Maintenance

#1 7 botivity Copy
#1 £” Receiving system for central u *

i |
@ Prafile(s) created

® [ Pree B[ junesu (s [ 7
distart| [ @ %5 > SJRaven-rav... | IF) sap Logon 640 I change role... || Change ral.. | _d Synactive G... | 8] rFc_creaT... | @ RFC (Remot... |
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Click on Save

= ==
Authorizations  Edit Goto  Utilities  Erironment  Systern  Help

(V] BB I@ee DHE DL HE @6

Change role: Authorizatione/

‘EP Selection critetia M’E Manually H Open H Changed || Mairtained H Organizational levels

Maint 0 Unmaint. org. leyels 0 open fields, Status: Saved

Information

Z_GUIXTRFC Z_GUIXTRFC

—E= ccm Manually  Gross-appjfication futhorization Objects

= co@ & 2 Nanually

L

Authorization Check for RFC Rccess

= oo@ & Manuall Authorization Check for RFC Access

#1 7 hotidity Execute
% & Mamefof RFC to be protected SURL, SU_USER
#1 & Typg of RFC object to be prote Function group

—&E oo@ Manually  Basi

. Administration

= ocE & 2 Manu

L

1y User Master Maintenance: User Groups

E ¢0@ & Manlally  User Master Maintenance: User Groups

ctivity Display
#1 #[user group in user master main *

= ool E.‘gﬁ nually  User Master Maintenance: System for Central User Maintenance

L e con

Manually User Master Maintenance: System for Central User Maintenance

2 hotivity Copy
&7 Receiving system for central u *

1[l]

[l / [l

Fe Diata was sa\redl |>| PFCG | juneau | NS |
I

7

i/ start| (3 & > ) Raven - rav... | IZ) 58P Logen 640” Change rol...

Click “Back”

Change rale... | _ synactive &... | 'I_'_'I_]RFC_CRERT.HI & RFC (Remet, | « =md Tl mo07Pm
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B =
Authorizations  Edit  Goto  Utilities  Emwironment  System Help
@ 3 H I CEe  BHE ATas 7l @
Change role: Authorizations
@; Selection criteria ‘@ Manua\ly” Open H Changed || Maintained H Organizational levels... Infarmation
Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Saved el
= Exit Authorization Maintenance ]
not generated hjects
Data status: Sawved REC fccess
r RFC Access
#1  hotiwity Execute
%1 7 Name of RFC to be protected SURL, SU_USER
%1 ¢ Type of RFC ohject to be prote Function group
= oo Manually  Basis: Administration
= |ooD @aﬁanuaﬂy User Master Maintenance: User Groups
|——E| [ean] Manuaﬂy User Master Maintenance: User Groups
#1 7 hotivity Display
%1 ¢ User group in user master main *
= po@ & 2 Manually  User Master Maintenance: System for Central User Maintenance
L = ¢o@ & Manually  User Master Maintenance: System for Gentral User Maintenance
#1 7 botivity Copy
#1 & Receiving system for central u *
?
K| ]
\ bl prce Efjuneau [ns [ 7
distart| @ @] %5 > S3raven-rav... | I sap Logon 640” Change ral.. |5 changerole... | _| synactive s... | B rrc_creat... | @ rec (Remot... | [« =) 2 CDIE sit3pm
This is a pystem generated Profile name; we can edit this information and text.

Click “Generate” again

Synactive INC, 950 Tower lane, Suite 750, Foster City, CA 94404
Tel# 650.341 3310 Fax# 650.341 3610 URL: http://www.synactive.net Email: info@synactive.net


http://www.synactive.net/�

SYNACTIVE

=

Role  Edit Goto  Utilities  Systern Help

(] 1B @@ DHE DDOY BE @m

Change Roles

P o] | =

Role |Z_GUIXTRFC
Desctriptian [

@ Description @ Menu ST & User  Miniapps - ¢ Personalization

Created by Last Changed CniBy

User ZACH User SUDHIR
Date 06.04. 2007 Date 12.84.2007
Time 16:46:30 Time 16:07:38

Infarmation About Autharization Prafile

Profile Name | T-TH550394]

Profile Text |Pruﬁle for role Z_GUIKTRFC
Status Authorization profile is generated

htaintain Authorization Data and Generate Profiles

Change Authorization Data

Expert Mode for Profile Generation

Fe Profile(s) created

2 [ FFce B juneau [ing |

7

i start @ @ @ e g Raven - rave... | WSAP Logon 840 I Ehange Roles

Change role: ... | | synactive GuisT | B RFC_CREATE. . | @) RFC (Remate ... | [« 88 aisPm
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Bistart| | 4 48 | I 52 Logon 640 || User Maintenan... _d Synactive GuitT | ] Documentt - Micra... | (@) RFC (Remote Fun... | [RIIIRIL 5 446 pm

Enter “SU01”, enter the username and click on “Create Role” button
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Maintain User

| Licence Data || & References

v o
 maw

e e e e e e
Address 1 1 1 ¥ . SnnE

Person
Title =]

Last name GUIXT RFC USER

First name

Academic Title

Format

Function

Department

Room Number Floor Building

Cammunication

Language EM English & | Other commumca_tiom... |

Telephone Extension o
Mobile Phone =
Fax Extension &
E-Mail |2
Carnm. Meth RML Rermate Mail =]

| Assi.g_n other company address... | Assigm new campany address.. |

[ Company
| IDES ¢ Lyoner Stern 231 / 68441 Frankfurt

[> | 5001 P2l juneau | INS
-

Bistart| | 4 48 | I 52 Logon 640 | Maintain User _ synactive GuiT | ] Documentt - Micra... | (&) RFC (Remote Fun... | [RIEIBIL E 446pm

Enter Last Name and First Name of the user
Tab to “Logon data” TAB
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Maintain User

Licence Data || & References ‘

v o
 maw

Woeri Pooara e P bararetare. Pioniae Piomiae 0
Logon data | 1 1 1 [  OOE

Alias

FPassword

Initial password Hx“xn

Repeat password REArraas

User Group for Authatization Check

“alidity Period User Type

Walid fram () Dialog

Walid through @ Communications
() System

Other Data ) Zenice

Accounting Nurmber ) Reference

Cost center

[> | 5001 P2l juneau | INS

-
Bistart| | 4 48 | I 52 Logon 640 | Maintain User _d synactive GuiT | ] Documentt - Micra... | (&) RFC (Remote Fun... | [RIEIRIL  447em

Enter the password
Choose “communications” radio button in the “user type” group box
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v o
 maw

..|Role Yalid From  |Valid to
AL R LA
Z_BUIXTRFL: 04/06/2007 [12431/9998 |7_GUIKTRFC

[> | 5001 P2l juneau | INS

&l o
Bistart| | 4 48 | I 52 Logon 640 | Maintain User _d synactive GuiT | ] Documentt - Micra... | (&) RFC (Remote Fun... | [RIEIRIL  447em

Tab to the “Role” TAB
Goto Role tab and add the role we just created Z_ GUIXTRFC

Synactive INC, 950 Tower lane, Suite 750, Foster City, CA 94404
Tel# 650.341 3310 Fax# 650.341 3610 URL: http://www.synactive.net Email: info@synactive.net


http://www.synactive.net/�

I &E@ SR 8008 EE @D

Maintain User

| Licence Data || & References ‘

I E-I,r:"{ Document -Micru...l 'RFC {Remote Fun... | ﬂwsh@ 445 PM

Bistart| | 4 48 | I 52 Logon 640 || Maintain User _ | Synactive GuitT

Goto “Profile” tab and Check the profile by double-clicking or detail on the profile
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Authorizations  Edit  Goto  Utilities  Emwironment  System Help

@ A H e CHE SDo0 BE @

oo

Display role: Authorizations

‘ Open H Changed || Maintained H Organizational levels... |

Infarmation |

Maint. 0 Unmaint. org. Tevels 0 open fields, Status. Unchanged
Z_GUIXTRFG CO@ Z_GUIXTRFC
& co@ Manually  Cross-application Authorization Objects
= oc@ A%Hanuaﬂy Authorization Check for RFC Rccess
= CC@ Manually  Authorization Check for RFC Access
Gy Aotivity Execute

S Name 0T RFC to be protected SURL, SU_USER
S Type of RFC object to he prote Function group

—E= com Manually  Basis: Administration
B ¢0@ 2 Manually  User Master Maintenance: User Groups
= oO@ Manually User Master Maintenance: User Groups

G hotivity Display [ ]
Sy User group in user master main *

= oc@ &2 Manually  User Master Maintenance: System for Central User Maintenance
= OO@ Manually  User Master Maintenance: System for Cenmtral User Maintenance

Sp Aetivity Capy
& Receiving system for central u *

1<]+]

E1lD]|

K1

<[]

‘ I [ 5000 B [ juneau [ s |

7

d'start| [ @& TH ¥ ClRaven - raven'Ss. . ||B4 AP Logonf.. - _o|Synactive GuitT | (@) oogle News Indi... | (=) RFC Create Docu... | @] RFC_CREATE.doc... | [« B8 405 pm

Verify the Authorizations
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User Maintenance: initial Screen

0|7 <[]

Bistart| | 4 48 | I 52 Logon 640 || User Maintenan... _d Synactive GuitT | ] Documentt - Micra... | (@) RFC (Remote Fun... | [RIEI&IL (5 44apm

Save the user
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